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 Attorney General Bill Schuette’s

CONSUMER EDUCATION
Keeping Michigan consumers safe and informed!

Let’s start 2017 with the following resolution:
To become informed and stay up to date on consumer issues that may threaten my 
safety or that of my loved ones.

To start you off, this month we explain the Internet of Things (IoT) and offer tips on how you 
can protect your devices. We also share the Treasury’s recent scam warning to taxpayers and 
the Internal Revenue Service’s reminder that new tax laws will delay some taxpayers’ refunds 
this tax season.

Happy 2017!



In 1999, Neil Gross predicted: “In the next century, 
planet earth will don an electronic skin. It will use 
the [i]nternet as a scaffold to support and transmit 
its sensations.”

The Internet of Things (IoT) is a growing topic of 
concern that will impact how you live and work. It is 
about the interconnectivity of technology and the 
ability to connect any device that has an on and off 
switch to the internet—and/or to each other.  

The IoT includes everything from smartphones, 
tablets, and wearable fitness trackers to 
automobiles, nursery cameras, ovens, coffee 
makers—even components of machines like the jet 
engine of a plane or the turn signal at a traffic light. 
Basically, if an item has an on/off switch, then it 
likely can be part of the IoT.  

Analysts predict that by 2020, there will be 
anywhere from 26 billion to more than 100 billion 
devices connecting people to people, people to 
things, and things to things. Anything that can be 
connected will be connected.

The good news includes the many possible ways 
the IoT can improve your daily activities. Imagine 
having your alarm clock wake you up then prompt 
your coffee maker to brew your coffee; or your 
refrigerator texting your smartphone to alert you 
that you are running low on milk. On a broader 
scale, the IoT can improve how major networks are 
managed, including the flow of traffic to improved 
energy efficiency for “smart cities.”

As one expert observed, “the reality is that the 
IoT allows for . . . endless opportunities and 
connections to take place, many of which we can’t 

even think of or fully understand the impact of 
today.”  

With opportunities come challenges. Security and 
privacy top the list when the future of the IoT is 
discussed. With so much connectivity, you may 
worry about what you can do to make sure that you 
and your information stay secure and keep hackers 
from attacking your IoT devices and getting your 
information.

The threat is real. In the fall of 2016, hackers used 
malware to attack unsecured IoT devices, turning 
them into zombie computers (the technical term 
is botnets), that shut down popular websites like 
Netflix, PayPal, and Twitter. 

The Federal Trade Commission offers the following 
tips to help you reduce the risk to your home 
network and smart products:

1. Don’t just click “next” when you set up your 
IoT device. Review default settings carefully 
and use all available security features for your 
device, including a passcode lockout (“three 
strikes and you’re out”) and enable encryption. 
Each will add a layer of protection to your 
device.

2. Download the latest security updates for 
your IoT device. To stay up to date: register 
your device with the manufacturer and sign up 
to get updates automatically.

3. Change any pre-set passwords. If the 
manufacturer assigned a default password 
to your device, change it! Hackers know the 
default passwords, so pick something more 
complex and secure.

(IoT)

“botnet” = (also known as a zombie army) is a number of internet computers that, although their owners are 
unaware of it, have been set up to forward transmissions (including spam or viruses) to other computers on the 
internet.
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Tax News
Two tax notes for you this month. The first is 
about the Treasury Inspector General for Tax 
Administration’s (TIGTA’s) recent warning to 
taxpayers about fraudulent calls they may receive 
from individuals posing as Internal Revenue Service 
(IRS) and Treasury employees.

“As the tax filing season approaches . . . all 
taxpayers [must] remember to be wary of 
unsolicited telephone calls and e-mails from 
individuals claiming to be IRS and Treasury 
employees,” said the Treasury Inspector General 
for Tax Administration, J. Russell George. 
“Despite excellent progress we have made in 
our investigation of this matter, the callers are 
aggressive and relentless,” he added. “Once they 
have your attention, they will say anything to con 
you out of your hard-earned cash.”

Since the fall of 2013, TIGTA has been tracking 
and investigating this scam, in which criminals 
pretend to be IRS employees to extort money 
from individual taxpayers. To date, more than 1.8 
million people have reported to TIGTA that they 
have received such a call. More than 9,600 victims 
reported that they paid the criminals a total amount 
of more than $50 million.

Here is what you need to know
The IRS generally first contacts people by mail—not 
by phone—about unpaid taxes and will not insist 
on payment using an iTunes card, gift card, prepaid 
debit card, money order, or wire transfer. The IRS 
will never request personal or financial information 
by email, text, or any social media. The IRS also will 
not ask for a credit card number over the phone.

If you get a call from someone claiming to be with 
the IRS asking for a payment, here’s what to do:

• If you owe Federal taxes, or think you might 
owe taxes, hang up and call the IRS at  
800-829-1040. IRS workers can help you with 
your payment questions.

• If you do not owe taxes, fill out the “IRS 
Impersonation Scam” form on TIGTA’s website, 
or call TIGTA at 800-366-4484.

• You can also file a complaint with the Federal 
Trade Commission. Add “IRS Telephone Scam” 
to the comments in your complaint.

TIGTA encourages taxpayers to be alert to phone 
and email scams that use the IRS name. Forward 
suspected scam emails to the IRS. Do not open any 
attachments or click on any links in those emails. 
Also, be aware of other unrelated scams (such as 
saying you are a lottery or sweepstakes winner) and 
offers (such as debt relief offers) that fraudulently 
claim to be from the IRS.

For more tips and information go to The 
Department of Attorney General Consumer Alerts, 
Government Imposter Scams, and IRS Phone and 
Email Scams.

Our second tax note comes from the Internal Revenue 
Service and is a reminder to taxpayers that some may 
experience refund delays this tax season.

Specifically, the IRS reminds taxpayers that a new law 
requires the IRS to hold refunds until mid-February 2017 
for people claiming the Earned Income Tax Credit or 
the Additional Child Tax Credit. In addition, new identity 
theft and refund safeguards put in place by the IRS and 
the states may also mean some tax returns and refunds 
could face additional review.

You can learn more about the delay on the IRS’s 
website.

CONNECT WITH US:
Department of Attorney General 
P.O. Box 30213 
Lansing, MI 48909 
877-765-8388 
Email (agcp@mi.gov)

Bill Schuette 
Attorney General
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